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DEPARTMENT OF WILDLIFE AND FISHERIES 
STATE OF LOUISIANA 
Baton Rouge, Louisiana 
 
As required by Louisiana Revised Statute 24:513, we conducted certain procedures at the 
Department of Wildlife and Fisheries for the period from July 1, 2004, through June 30, 2006.  
Our procedures included (1) a review of the department’s internal controls; (2) tests of financial 
transactions; (3) tests of adherence to applicable laws, regulations, policies, and procedures 
governing financial activities; and (4) a review of compliance with prior year report 
recommendations.  Our procedures were more limited than would be necessary to give an 
opinion on internal control and on compliance with laws, regulations, policies, and procedures 
governing financial activities. 
 
Specifically, we interviewed management personnel and other selected departmental personnel 
and evaluated selected documents, files, reports, systems, procedures, and policies, as we 
considered necessary.  After analyzing the data, we developed recommendations for improve-
ment.  We then discussed our findings and recommendations with appropriate management 
personnel before submitting this written report. 
 
The Annual Fiscal Reports of the Department of Wildlife and Fisheries were not audited or 
reviewed by us, and, accordingly, we do not express an opinion on these reports.  The 
department’s accounts are an integral part of the State of Louisiana’s financial statements, upon 
which the Louisiana Legislative Auditor expresses opinions. 
 
In our prior report on the Department of Wildlife and Fisheries, dated December 2, 2004, we 
reported findings relating to (1) internal control weaknesses in the electronic license and boat 
registration system; (2) inadequate controls over revenue collection; (3) inadequate inventory 
control procedures; and (4) deficiencies in information system security and disaster 
recovery/contingency plan.  The findings relating to internal control weaknesses in the electronic 
license and boat registration system, inadequate controls over revenue collections, inadequate 
inventory control procedures, and deficiencies in the disaster recovery/contingency plan have 
been resolved by management. The finding relating to deficiencies in information system 
security is addressed again in this report.  
 
Based on the application of the procedures referred to previously, all significant findings are 
included in this report for management’s consideration. 
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Deficiencies in Information System Security  
 

The Department of Wildlife and Fisheries did not establish adequate controls to 
effectively monitor user access to its information systems. Good information systems 
controls require that terminated employees’ access is disabled in a timely manner and 
users are assigned business-need-only access.  

 
Audit procedures identified the following deficiencies: 

 
 For the third consecutive year, the department has not established 

adequate controls for disabling terminated employees’ access rights to 
both the Advantage Financial System (AFS) and the Advanced 
Governmental Purchasing System (AGPS) in a timely manner.  Access for 
seven of the 17 (41%) terminated users was not deleted until five to 28 
days after the date of termination.  Employee access rights should be 
removed the same day that the employee leaves the department. 

 For the second consecutive year, the department has not developed a 
procedure to adequately monitor business-need-only access and delete 
access for employees who no longer have a business need.  Three of seven 
(43%) employees interviewed with access to AGPS stated that they did 
not have a business need for access.  

These deficiencies occurred because management has not placed sufficient emphasis on 
monitoring user access to its information systems. Failure to effectively monitor users’ 
access increases the risk of fraud or errors in processing transactions.  
 
Management should develop procedures to timely disable terminated users’ access and to 
monitor business-need-only access to computer systems.  Management concurred with 
the finding and recommendation and outlined a plan of corrective action (see 
Appendix A). 
 

The recommendation in this report represents, in our judgment, that most likely to bring about 
beneficial improvements to the operations of the department.  The nature of the recommendation, 
its implementation cost, and its potential impact on the operations of the department should be 
considered in reaching decisions on courses of action.   
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This report is intended solely for the information and use of the department and its management 
and is not intended to be, and should not be, used by anyone other than these specified parties.  
Under Louisiana Revised Statute 24:513, this report is distributed by the Legislative Auditor as a 
public document. 
 

Respectfully submitted, 
 
 
 
Steve J. Theriot, CPA 
Legislative Auditor 

 
CCR:BQD:THC:ss 
 
[WLF06] 
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Management’s Corrective Action 
Plan and Response to the 

Finding and Recommendation 
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